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Platform Support
FortiOS 7.0 Grey = EoO Products

6.2.6 6.4.4 7.0.0

FG/FWF-30E/50E Series ●

FG/FWF-60E ● ● ●

FG/FWF-40F Series ● ● ●

FG/FWF-60F Series ● ● ●

FG-80D ●

FG-80E Series ● ● ●

FG-80F Series ● ● ●

FG-90E Series ● ● ●

FG/FWF-92D Series ●

FG-100D/140D Series ●

FG-100/101E Series ● ● ●

FG-100F Series ● ● ●

FG-200/201E ● ● ●

FG-300E/500E Series ● ● ●

6.2.6 6.4.4 7.0.0

FG-400E/600E Series ● ● ●

FG-800D/900D/1x00D Series ● ● ●

FG-1100E Series ● ● ●

FG-1800F Series ● ● ●

FG-2200E, 3300E Series ● ● ●

FG-2000E, 2500E ● ● ●

FG-2600F Series ● ● ●

FG-3X00D Series ● ● ●

FG-3400E/3600E ● ● ●

FG-3960E/3980E ● ● ●

FG-4200/4400F Series ● ● ●

FG-5001D/5001E ● ● ●

FG-6000/7000 Series ● ● ●



Security-driven 
Networking
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Add FortiGuard service that provides 
category rating for videos under new 
video filter profile panel 
• For YouTube, Vimeo and Daily Motion

• static filter option for YouTube channels

Security-drivenNetworking
FortiGuard Video Filtering Service
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Expand application group 
definition
• In NGFW policy mode, grouping can 

also be defined by risk, technology, 
vendor, popularity, name

Security-drivenNetworking
Application Grouping
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New widget to illustrate real-time app traffic utilization 
• Customers will be able to be filtered to show only interested applications

• Default filter showing the top X bandwidth-consuming applications

Security-drivenNetworking
Application Bandwidth Utilization Graph
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Expand DNS protocols 
supported on FortiOS
• Add proxy support so DNS over 

HTTPS and TLS can be inspected 
using DNS inspection profile

• GUI to provide DNS protocol options 
– DNS (UDP), DNS over TLS, and 
DNS over HTTPS

Security-drivenNetworking
DNS Inspection Enhancements
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GUI wizard to migrate 
interfaces from one area of 
the configuration to another. 

• Provide ability to move existing 
objects around even when they have 
references

• Examples:

• Change VLAN ID after assigned

• Move interface into SD-WAN when it 
already has policies associated with it

• Add interface to a Zone when it has 
policies or other configuration 
associated with it

Security-drivenNetworking
Interface Migration Wizard
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Consolidate various Local Out settings to a single page under “Network” for ease-of-use

• displays all the possible local out setting - those relating to system, logging and external authentication service

• The settings available may be either global or at VDOM level

Security-drivenNetworking
Local Out Page
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Automatically generate a 
certificate for a device, using 
ACME (Automated Certificate 
Management Environment)
• For HTTPS / SSL-VPN GUI access

• Provide a simplified way for 
administrators to assign a certificate 
to the device, without complexities of 
manually managing certificates

Security-drivenNetworking
ACME Support
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Security-driven Networking
NGFW

HA Failover based 
on memory 
utilization

• Allow user to define a base line and 
threshold of RAM usage for failover

• Threshold may be referencing 
conserve mode

• A flip timeout may be implemented

• Resolving challenges supporting 4 
FGs in a FGSP cluster

• By supporting FGSP sync when 
session TTL is set to 300 seconds

• If certain network is not accessible 
and failure detected with link 
monitor, only the route to this 
network will be removed from routing 
table.

• New option for 10ms heartbeat 
interval, compared to default 100ms

FGSP 4-member 
cluster support

Link Monitoring and 
Failover 
Improvements
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Security-driven Networking
NGFW

Extended Netflow
Visibility of Logical 
Interfaces

• Add NetFlow visibility for 2 types of  
logical interfaces - FortiExtender and 
VPN tunnel interfaces

eta 2
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BGP & OSPF Improvements
Expansion to BGP & OSPF support to better 
handle various use cases
• Add new option for ECMP for recursive BGP NH 

resolution to support more complex SD-WAN 
deployments

• Support Recursive BGP resolution via another BGP 
route for new use cases such as Multi-Regional SD-
WAN with cross-region ADVPN support

• GUI improvements for BGP and OSPF configurations

Security-drivenNetworking
SD-WAN - Advanced Routing
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Security-driven Networking
SD-WAN

Passive Application 
Performance 
Measurement

• Uses probe-free network monitoring 

specific to the application by various 

methodologies

• Reduced load on the network and 

simplified configurations

• New IPsec Interface to handle 

packet duplication, supports static 

and dialup VPNs

• Allow site-to-site connection using 

SSL VPN

• Similar to IPsec dial-up client on 

FGT behaviour

Packet duplication 
Improvement

SSL VPN Client on 
FortiGate
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Security-driven Networking
Secure Access - Wireless

Radio transmit 
power in dBm levels

• For auto Tx power levels, the 
measurement criteria is changed to 
dBm levels
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Security-driven Networking
Secure Access - Switching

Dynamic Port 
Profiles and NAC 
Policy Table for 
FortiSwitch Ports

• New mode that simplifies NAC policy 
deployment so that admins do not 
have to assign NAC policy to each 
FortiSwitch port

• Show FortiLink over L3 Switches in 
Topology and Allow customized 
display of Switch GUI

• Adjust implementation of FortiLink
multi-tenancy, so that it can be 
presented and configured on GUI

• Need to be configured via the CLI 
(port exports) first

Topology GUI 
Improvements for 
FortiLink and 
FortiSwitch

FortiLink multi-
tenancy basic GUI 
support



19© Fortinet Inc. All Rights Reserved.

Security-driven Networking
Secure Access - Switching

FortiSwitch
Recommendations –
Part 2

• Additional recommendations for port 
specific settings such as PoE 
configurations via Security Rating

• Available on Beta 1 as CLI only



Adaptive 
Cloud Security
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Dynamic Cloud Security
Nutanix Connector

API connector to Nutanix 
Prism Central
• similar to that of OpenStack 

Connector



Zero-Trust 
Network Access
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Zero-Trust Network Access
SSL-VPN & IPSEC Monitor Improvements

Provide more information on both dashboard summary and drill-down widgets, plus FortiView
Top Source panel

• Top Source panel will be able to rely on EMS to provide detailed endpoint information

• Add summary charts, right click options and many columns on VPN user lists



24© Fortinet Inc. All Rights Reserved.

Zero-Trust Network Access
Improve reaction time for NAC

Optimizations made to the process 
shortens the time it takes for a new 
device to be recognized and 
assigned to the VLAN

• By using new event-based approach instead 

of periodic polling (every minute)

• There is also new cli command to configure 

how often NAC engine is run if any event is 

missed

config switch-controller 
set nac-periodic-interval <5-60 sec>

end

With minimum nac-periodic-interval (5 seconds), it now takes 
40 sec shorter for a PC from link up to match to NAC policy
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Several new features are 
added to support new Zero 
Trust solution
• HTTPS access proxy with FortiClient 

as ZTBA agent

• Support trust verification with 
certificate-based authentication

Zero-Trust Network Access
New Zero Trust Solution 

All EndpointsEMS

ZTNA Tags
ü Tag endpoints by rules
ü Send Tagged endpoint list 

to FortiGates

Trust Verification
ü Verify user identity (SSO/MFA)
ü Verify Security Posture (On-net*)

ü Verify Access Permissions

EMS Certificate
ü Sign & Install

7.0

Device Certificate
ü Certificate signed by EMS CA
ü Install on endpoint

7.0

ZTNA Telemetry
ü Device information (OS, network info, model)
ü Logged-on user information
ü Security Posture (AV software, Vul, detection)

Device Certificate
ü Verify Device Certificate

7.0

Initiate Traffic to Destination
ü Agent securely forwards traffic to Access Proxy
ü SSL encrypted 
ü Certificate with Device ID

7.0
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Zero-Trust Network Access
Endpoint

Dual IPv4/IPv6 
SSL-VPN

• Support dual stack where both IPv4 
and IPv6 traffic can be sent over the 
tunnel and terminate on FortiGate

• To be supported for Web and 
Tunnel mode

• Allow EMS side to approve 
connector request for the entire 
fabric (of FG) with a single click, 
when the request comes from the 
root of the fabric.

Simplify EMS 
Pairing



AI-driven 
Security Operations
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Replacing the old heuristics 
detection with the new AI 
based one
• Developed by AV/Sandbox engine 

teams in the last 4 years.

• Same engine used by FortiClient 6.4

AI-driven Security Operations
AI based Malware Detection
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2nd phase enhancement to 
the configuration of the FSA 
Cloud Integration 
• Includes Support for FSAC 

entitlement retrieval, guided 
configuration

• FortiGate Cloud variant is now 
hidden and has to be enabled via 
CLI instead

AI-driven Security Operations
Fabric Configuration for FSA Cloud Enhancement



Fabric
Management Center
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Fabric Management Center
Provision FSW firmware automatically upon authorization

Add option to upgrade of 
firmware when new access 
devices is added to FortiGate 
after authorization 
automatically
• Requires predefined switch OS to be 

uploaded onto FGTs

• 4 images of the same switch model 
for FGTs with disk(s), 1 image for 
those without disks.

config switch-controller managed-switch 
edit "FSW" 

set firmware-provision [ enable | 
disable ] firmware-provision-version < 
major.minor.build > 

next 
end
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By combining EMS and 
Exchange connector 
information, FOS will be able 
to give user details without the 
need to do firewall 
authentication.
• Produce more complete user info for 

the User Store

Fabric Management Center
Link EMS with Exchange Connector

FortiClient EMS
Connector

MS Exchange 
Connector
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Allow a FortiGate with VDOMs to connect to another FortiGate in a Security Fabric
• Features (as Global scope) include Fabric Topology, Security Rating and Automation

Fabric Management Center
Support for Security Fabric in Multi-VDOM mode
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Fabric Management Center
FortiAI, FortiDeceptor, FortiTester, and FortiWeb Extensions

Fabric integration with more Fortinet products to yield unique solutions

FG assist with scanning 
of encrypted traffic and 
send file to FAI

SAML Support for SSO

• Run Security Rating
• Dashboard widget display
• Trigger Automation Actions

FDC and 
FTS appears 
on Fabric 
topology
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Simplify the workflow for 
managing multiple chained 
actions, and make it clearer to 
the user which order the 
actions will be processed in. 
•Also support 

• triggering on multiple event log IDs 
in the same trigger

• custom HTTP body code with 
Slack native notification

• configuring filters on event logs to 
narrow down the trigger

Fabric Management Center
Automation Workflow Improvements



36© Fortinet Inc. All Rights Reserved.

Extend Security Fabric 
capability by allowing Security 
Fabric devices to trigger 
automation rules
• Extend CSF protocol to allow for 

downstream devices to send queries 
to an upstream device (eg root FG)

• Similar to FAZ event handling on 
FGT for front end

Fabric Management Center
Fabric Devices to trigger Automation Rules

Actions
Device-
Specific 
Triggers

Automation 
Engine
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Add support to show the 
REST API commands behind 
a particular GUI action
• API Preview is added to the right-

hand side (gutter) allowing the user 
to see what API calls will be made 
when clicking "OK" or "Apply".

• If multiple requests are required, this 
would be broken into multiple tabs

Fabric Management Center
Show equivalent REST API commands for GUI actions
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New Automation action that 
provides Microsoft Teams 
notification
• To configure the Action, an Incoming 

Webhook connector must first be 
created on Microsoft Teams.

Fabric Management Center
MS Teams Connector



39© Fortinet Inc. All Rights Reserved.

Security Rating notifications 
are shown on the settings 
page which has configuration 
issues as determined by 
Security Rating 
• Click to open the recommendation to 

see which configuration item needs 
to be fixed

• Notifications appear either in the 
gutter, the footer or as a mutable

• Security Rating License is required 
for some of the checks and 
associated pages

Fabric Management Center
Security Rating Overlays
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Automation Email Action can 
now leverage formatting to 
create branded email alerts.
• Replace plain text in “Email body” 

used by “Email” action

• All replacement message templates 
will be updated to use a new modern 
style at the same time

• Limited to share single replacement 
message for all triggers. Subsequent 
release will allow for different 
replacement messages for each 
trigger.

Fabric Management Center
Use replacement message for email alert automation
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Adopting new unified UX design 
system for consistency and 
improvements across Fabric 
products

• Initial components to include navigation, 
eventually rolled out to other components 
and products

• Improvement to “Global Search” feature

• Other examples
• Recently and frequently used objects can be listed near 

the top

• sort search/filter results alphabetically or by relevance

• Add support for nested tooltips

• More themes are added, including the retro 
v3.0

Fabric Management Center
Fabric UX Improvements
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Fabric Management Center
Fabric / Automation

Simplified pairing 
between 
FOS/FMG/FAZ

• Use Oauth-like dialog to log into 
remote FMG/FAZ to authenticate 
FG request for pairing

• Allow SAML SSO using FortiCloud 
credentials

• Disabled by default

• Extends Threat Feed connectors to 
each VDOMs

FortiCloud Admin 
login

Threat Feed 
Connector per-
VDOM



FortiGuard 
Services
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FortiManager Cloud ●

FortiAnalyzer Cloud ●

FortiCloud SOCaaS ●

SD-WAN Overlay Controller VPN Service ●

SD-WAN Cloud Assisted Monitoring ●

SD-WAN Orchestrator Entitlement ●

FortiConverter Service ● ●

FortiGuard IoT Detection Service ● ●

FortiGuard Industrial Service ● ●

FortiGuard Security Rating Service ● ●

FortiGuard Anti-Spam Service ● ● ●

FortiGuard Web & Video2 Filtering Service ● ● ●

FortiGuard Advanced Malware Protection (AMP) - Antivirus, Mobile 
Malware, Botnet, CDR, Virus Outbreak Protection and FortiSandbox 
Cloud Service

● ● ● ●

FortiGuard IPS Service ● ● ● ●

FortiGuard App Control Service ● ● ● ●

FortiCare (incl. Internet Service DB, Client ID DB, IP Geography DB, 
Malicious URL DB, URL Whitelist DB) 24x7 24x7 24x7 ASE 1

Bundles
Advanced 

Threat 
Protection

Unified Threat 
Protection

Enterprise 
Protection 360

1. 24x7 plus Advanced Services Ticket Handling      2. Available when running FortiOS7.0       3. IPAM service EoO
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FortiOS 7.0 Services

Subscription Service   Type Usage Remark

IoT MAC Database 
(7.0          )

MAC Address 
List

Device Detection (visibility)
WiFi Access

Available as part of FortiCare
bundled service

DDNS Cloud-based 
Hosted Service

DNS Setting 
(IPv6 support – 7.0         )

Available as part of FortiCare
bundled service

Video Filtering Cloud-based 
Query Video Filter Profile Available as part of Web Filtering 

subscription

FortiIPAM Cloud-based 
Hosted Service Interface Setting EoL 2021

FortiAnalyzer Cloud Cloud-based 
Hosted Service

Cloud-based FortiAnalyzer
(some features may not be 
available, now includes

Traffic Logs)

Requires additional FortiCloud
Premium, optional storage top-up 
SKUs available

FortiCloud SOCaaS Cloud-based 
Hosted Service Cloud-based SOC service customer minimum baseline of 

capability is required
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Fortinet SOC analysts monitor 
customer's network for 
security events, and to triage 
and escalate threats
•7x24x365 with Global SoC 
locations

•Security focused skill staff 
with technical expertise on 
Fabric Devices and Incident 
Response (IR) best practices

FortiCloud SOCaaS
Managed SOC Monitoring
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Secure Access Service 
Edge

Security-Driven
Networking

Zero Trust
Access

Adaptive Cloud 
Security

FORTIOS

FortiGuard Threat 
Intelligence

Open
Ecosystem

Fabric Management
Center

NOC SOC

FortiSASE

Security-Driven
Networking
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FortiSASE Vision
Cloud-native security for all Access Edges

Network aaS

Security aaS

Branch Office

FortiExtender

FortiSASE

Remote User

FortiClient

FWaaS IPS DLP SWG DNS Sandboxing ZTNA

PeeringSD-WAN

Internet

SaaS 
Applications

Public/Private Cloud

FortiGate 
SD-WAN

Data Center

1 2 3 4
Integrated ZTNARemote Location

ZTNA

FortiCASB
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FortiSASE - Use Cases

Per app visibility and control

Remote Location

Remote Users Everywhere
Always-on cloud-

delivered threat protection 
for mobile and remote 

workforce

Cloud-delivered, scalable 
threat protection with low 

latency

Zero Trust Application 
Access (ZTNA)

Secure Internet Access 

Thin Edge

Zero Trust Access  
1

2 4
Branch Office

Pervasive SD-WAN and 
Flexible Consumption

FortiGate

3



51© Fortinet Inc. All Rights Reserved.

FortiSASE SIA - Out of Box-Ready Functionality 

Available in Packs of 25, 500, 2000 and 10,000

1




